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DDoS Attacks are a Serious Threat
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Networks under Attack
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BGP Blackholing in the Internet
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BGP Blackholing in the Internet
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BGP Blackholing in the Internet

AS2 RFC1997, RFC6535, RFC7999

Target
Server

12




BGP Blackholing in the Internet
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BGP Blackholing in the Internet
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BGP Blackholing in an IXP
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BGP Blackholing in an IXP
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BGP Blackholing in an IXP
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BGP Blackholing in an IXP
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BGP Blackholing in an IXP
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BGP Blackhole Community Dictionary

e BGP Communities are not standardized

 We mine Internet Registries, NOC webpages etc. for keywords like
“blackhole”, “null route” using Natural Language Processing

3356:70 - set local preference to 70
3356:80 - set local preference to 80
3356:90 - set local preference to 90

3356:9999 - blackhole (discard) traffic |

Traffic destined for any prefixes tagged with this
community will be discarded at ingress to the Level 3
network. The prefix must be one permitted by the
customer's existing ingress BGP filter.

Support@LlLevel3.com may need to be contacted to allow

in some cases. For some router vendors the peering

=

DE-CIX

There are additional communities for controlling announcements:

65535:666 set community BLACKHOLE
set commun -
6695:65282 set community NO-ADVERTISE

For more information on Route Server control and Blackholing, please see:
https://portal.de-cix.net/home/documentation/routeserver-quides/

https://portal.de-cix.net/home/documentation/blackholing-guide/

The above information was collected from whois.ripe.net, using
object "AS6695" on October 15, 2017
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Methodology
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* Trends in BGP Blackholing Activity




BGP Datasets

Source #IP peers #AS peers
RIPE 425 313
Route Views 269 197
PCH 8,897 1,721
CDN 3,349 1,282
Total 12,940 2,798

CDN and PCH infer 3X more blackholed prefixes than
RIPE and Route Views




The Rise of BGP Blackholing
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The Rise of BGP Blackholing
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The Rise of BGP Blackholing
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The Rise of BGP Blackholing
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 Visibility of BGP Blackholing
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BGP Blackholing Inference Statistics
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BGP Blackholing Propagation
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BGP Blackholing Inference Statistics
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BGP Blackhole Bundling
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BGP Blackholing Inference Statistics
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BGP Blackholing Efficacy: Active

Measurements
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BGP Blackholing Efficacy: Active
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BGP Blackholing Efficacy: Active
Measurements
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Fraction of paths

BGP Blackholing Efficacy: Active
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BGP Blackholing Efficacy: Active
Measurements
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* Profile of BGP Blackholing Adopters




Popularity of Blackholing Providers




Popularity of Blackholing Providers
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Popularity of Blackholing Users




Popularity of Blackholing Users

-—

.

Lol T =
0 0.8} " +~"43% of bh prefixes
Q . ;
9 ~ belong to content
B | ) S A N —
o roviders/hosters
Soab — Content
5 — Transit/Access
> 0.2 —— unknown

Enterprise

?00 10* 107 10°

Number of Blackholed prefixes (log) 50




Profile of Blackholed Prefixes
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BGP Blackholing Duration
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Conclusion

The first Internet-wide study on the adoption and
state of BGP Blackholing

Methodology to infer Blackholing activity from BGP
data

BGP Blackholing is on the rise in all three metrics
(Providers, Users, Prefixes)

BGP Blackholing is effective in dropping traffic early
Profile of Blackholed adopters and Insights on Usage
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