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DDoS	A&acks	are	a	Serious	Threat	
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Networks	under	A&ack	
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Blackholing	

	

	

					AS4	
AIack	

Target	

Server	

	
	

	

AS3	

	
AS1	

172.18.192.1	

	
AS2	

4	



BGP	Blackholing	
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BGP	Blackholing	
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BGP	Blackholing	in	the	Internet	
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BGP	Blackholing	in	the	Internet	

	

	

					AS4	
AIack	

Target	

Server	

	
	

	

AS3	

	
AS1	

172.18.192.1	

	
AS2	

172.18.192.1/32	

Community	=	AS3:666	

RFC1997,	RFC6535,	RFC7999	
10	



Terminology	
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BGP	Blackholing	in	the	Internet	
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BGP	Blackholing	in	the	Internet	
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BGP	Blackholing	in	the	Internet	
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BGP	Blackhole	Community	DicDonary	
•  BGP	CommuniDes	are	 standardized	

•  We	mine	Internet	Registries,	NOC	webpages	etc.	for	keywords	like	
“blackhole”,	“null	route”	using	Natural	Language	Processing	

	

	
Level3	 DE-CIX	
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BGP	Datasets	
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Source	 	 	 		#IP	peers	 	 	#AS	peers	

	

RIPE 	 	 	 												425 	 	 						313	

Route	Views 	 						269 	 												197	

PCH 	 	 	 									8,897 															1,721	

CDN 	 	 	 									3,349 	 									1,282	

	

Total 	 	 												12,940 	 									2,798	

CDN	and	PCH	infer	3x	more	blackholed	prefixes	than	

RIPE	and	Route	Views	



The	Rise	of	BGP	Blackholing	

2.5x	
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The	Rise	of	BGP	Blackholing	

4x	
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The	Rise	of	BGP	Blackholing	

6x	
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The	Rise	of	BGP	Blackholing	

Mirai	

33	



Agenda	

•  BGP	Blackholing	in	Detail	
•  Inference	Methodology	for	BGP	Blackholing	
•  Trends	in	BGP	Blackholing	AcDvity	
•  Visibility	of	BGP	Blackholing		
•  BGP	Blackholing	Network	Efficacy	
•  Profile	of	BGP	Blackholing	Adopters	

34	



BGP	Blackholing	Inference	StaDsDcs	
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BGP	Blackholing	PropagaDon	
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BGP	Blackholing	Inference	StaDsDcs	
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BGP	Blackhole	Bundling	

	

	

					AS4	
AIack	

Target	

Server	

	
	

	

AS3	

	
AS1	

172.18.192.1	

172.18.192.1/32	

Community	=	AS3:666,	

AS20:666,	AS30:99,	AS40:66	

AS20	

AS30	

BGP	

Collector	

AS40	 38	



BGP	Blackholing	Inference	StaDsDcs	
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BGP	Blackholing	Efficacy:	AcDve	
Measurements	
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BGP	Blackholing	Efficacy:	AcDve	
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BGP	Blackholing	Efficacy:	AcDve	
Measurements	

Reducaon	by	

5	IP	hops		

(on	average)	
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BGP	Blackholing	Efficacy:	AcDve	
Measurements	

Reducaon	by	

3	AS	hops		

(on	average)	
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Popularity	of	Blackholing	Providers	
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Popularity	of	Blackholing	Providers	
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Popularity	of	Blackholing	Users	
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Popularity	of	Blackholing	Users	
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43%	of	bh	prefixes	

belong	to	content	

providers/hosters		



Profile	of	Blackholed	Prefixes	

•  Open	ports	in	hosts	in	60%	of	the	blackholed	prefixes	
•  In	many	cases	default	hosDng	so`ware	configuraDons		
•  Serve	ephemeral	or	low-ranked	domains	
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BGP	Blackholing	DuraDon	
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Conclusion	

•  The	first	Internet-wide	study	on	the	adopDon	and	
state	of	BGP	Blackholing	

•  Methodology	to	infer	Blackholing	acDvity	from	BGP	
data	

•  BGP	Blackholing	is	on	the	rise	in	all	three	metrics	
(Providers,	Users,	Prefixes)	

•  BGP	Blackholing	is	effecDve	in	dropping	traffic	early	
•  Profile	of	Blackholed	adopters	and	Insights	on	Usage	
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Thank	you!	
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